
A report recently released by a cybersecurity firm revealed that over 
half of executives surveyed responded that they had gave into ransom 
demands after their network had been breached by hackers. The 2018 
Executive Application and Network Security Report collected 
responses from hundreds of c-level officers and found several 
significant trends. 69 percent of those surveyed had experienced a 
ransomware attack during the past year (the 2016 report had recorded 
only 14 percent), and 66 percent admitted their networks were 
completely vulnerable to hackers. 
 
Ransomware became synonymous with cyber attacks as the rate and scope of reported breaches 
escalated tremendously in recent years. Organizations and individuals across the globe were affected, 
from the personal computers of private citizens to public institutions using expansive, complex 
networks. Several notable variants appeared in successive order, from Petya to WannaCry to many other 
examples. Ransomware files became a popular commodity on Dark Web marketplaces, and there were 
even vendors pitching “ransomware-as-a-service” packages for incredibly cheap prices.  
 
The continuing threat of ransomware in 2018 is a topic that is currently being debated over, with some 
experts claiming that the frequency and viability of attacks is beginning to decrease as victims and 
authorities develop improved response and defense systems to breaches. However, there are two 
generally agreed upon points that will affect the future threat of ransomware. First, hackers are 
readjusting their focus from targeting individuals with ransomware to deploying it much more 
frequently in the enterprise space for greater returns. Second, the upsurge in victims reporting that they 
had fallen prey to ransomware attacks is disrupting the effectiveness of targeted breaches. 
 
There is also a third factor that will determine if ransomware remains a popular attack vector for 
cybercriminals in the future, and that is whether it is used not as a tool to directly solicit funds from 
victims, but as a preliminary breaching method that permits access to more lucrative gains. For example, 
hackers may decide to use records of ransoms paid to continue blackmailing victims into submitting 
future payments. Paying off a cybercriminal who has infected your system with ransomware gives no 
guarantee that they will not strike again in some way, or even return access to the files they have 
encrypted.  
 
Continued on page 2... 

Majority of Executives Affected by Ransomware 
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“I had to take a moment to give extra special thanks to Josh. He has been at our site several times 
for our onboarding and has also worked with a number of my staff via phone support. I was 
initially nervous about moving over to the new support system as my staff had become 
accustomed to someone being in the office most of the time. This transition could not have gone 
smoother and I have received nothing but good feedback from my staff about our IT Support. 
Many of them specifically have a fondness for Josh and the help he has given us since we started. 
He is exceptionally smart and has developed a great rapport with myself and every member of my 
staff that has had the pleasure of working with him. I want to formally express our appreciation 
and gratitude for his time, expertise, and demeanor. He is an absolute pleasure to work with!”             
             
Nicole Plath  
Chief Executive Officer 
Fortune Title Agency 
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What our clients are saying:  
Fortune Title Agency 
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Are You STILL Using Outdated 
Tape Backups? 

   If your computer network and the data it 
holds got erased or corrupted because of a 
virus, hard drive crash, fire, flood or some 
other random, unforeseen disaster, how 
confident are you RIGHT NOW that 
your business could be back up and 
running again FAST? 

 
   If your answer to that is, “I don’t know,” 
or “I’m not sure,” you are taking a HUGE 
risk with your company’s most important 
asset—the data on your network. Just 
imagine what would happen to your 
business if you lost your entire client 
database… 

 
…Lost all accounting documentation and 
history…Lost all the work files you’ve 
spent YEARS developing…Lost the work 
files and documentation you so desperately 
need to service your customers… 

 
   Can you even put a price tag on it? 
Probably not –yet so many business 
owners aren’t 100% certain that they could 
be back up and running after a disaster and 
are purely hoping that their current tape 
drive or backup is working and storing a 
usable copy of their data. 

 

Tape Drives Are The MOST 
Unreliable, Unsecured Way To 

Back Up Your Data 
 
   All tape drives fail; it’s only a matter of 
“when,” not “if.” So if being able to get 
back up and running again in the event of 
a data-erasing disaster is important, then 
you need to know about our <<Name Of 
Backup>>.  
 
   <<Outline the benefits here: This fool-
proof backup service does more than just 
keep a copy of your files—it provides 
“continuous data protection” and enables 
near-instant disaster recovery because it 
takes a snapshot of your entire network 
throughout the day, giving you the 
confidence we could have you back up and 
running again within HOURS, not days or 
weeks.>>  
 
   Want to know if your data is 
REALLY secure and being backed up 
properly? Call us for a FREE Data 
Backup and Disaster Recovery Audit Call 
us at xxx-xxx-xxxx or go online to 
www.insertyoururl.com/backup 

Two ways to 
WIN a gift 

card! 
It only takes a minute and YOU 

could be our next winner! 

Last Month’s  
Contest Winner: 
Anthony D'Agostino  
Pee Jay’s Fresh Fruit 

 
Please complete our brief survey in 
order to be placed in the running to 
win this month's gift card prize!  
 
1. What do you like most about 
our services? 

2. Tell us about a specific 
experience with us that you were 
happy with. 

3. What are the biggest benefits 
you’ve received or experienced 
since hiring us? 
 

4. What can we improve? 
 
Email Jon Stiles 
(jonathan.stiles@swktech.com) with 
your responses  
OR  
Fill out our online form: 
http://bit.ly/nwsnews-survey 
before August 3rd to get your name 
in the hat.  
 

You could win a 
$25 Gift Card! 

Get More Free Tips, Tools, and Services on Our Website: www.swknetworkservices.com 

5 New Feature Updates for Microsoft Outlook 

Microsoft recently released new updates for 
Outlook on every version they host – web, 
desktop, and app. Here’s what you can find in 
your new and improved Microsoft Outlook: 
 
#1 RSVP 

Outlook already makes it fairly simple to invite people to a meeting, but now it will give you 
the option to keep tabs on who exactly is coming. Just click the new “Tracking” option under 
“Meeting Occurrence” and see who has committed to the meeting and who hasn’t. RSVP isn’t 
just available for the meeting organizer, but the attendees, too. 
 
#2 Multiple time zones 
Traveling internationally and trying to sync appointments on different continents? Not fun. But 
now you can set up event start times and end times across different zones. 
 
Outlook now allows you to show multiple time zones – three within Windows, and one within 
Outlook for Mac. In Outlook for Windows, add one by clicking File > Options > Calendar 
Time Zones and clicking “Show a second time zone”. In Mac, add one additional time zone 
under Outlook > Preferences > Calendar Time Zones. For Outlook on the web, click the “Time 
Zone” drop-down arrow in your Calendar meeting invite to add an additional time zone. 
 
#3 BCC warning 
If you’re on the receiving end of a blind carbon copy (bcc) email, that means the other 
recipients won’t be able to see you and will not know you were copied on it. In Outlook for 
Windows, you’ll now get an alert if you attempt to reply to that message, such as “You were 
bcc’d, so perhaps you should reply only to the sender?” That way you’ll remain anonymous. 
 
#4 Office Lens for Android 
If you use Outlook for Android, the app will integrate the Microsoft Office Lens feature. 
When that happens, you can tap the photo icon while composing a message, then take a 
snapshot of a whiteboard, document, photo or the like. Outlook will optimize it and then 
embed it into the email. 
 
#5 Bill-pay reminders 
What about your bills? Outlook will identify them in your inbox, show you a summary card at 
the top of your email each day, send an email to remind you two days before the due date, and 
automatically add an event to your calendar so you don’t forget to pay on the actual day. 
If you want to learn more about these new and improved features, with more on the way, just 
call us today for a quick chat with one of our Microsoft Office experts. 
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Continued from page 1… 
 

As previously indicated, not giving into a hacker’s demands is not only the most secure way to 
ensure you are subjected to repeat attacks, but it also helps in eliminating the incentive behind 
ransomware as an attack vector. Reporting ransomware is the most effective way to bring 
networking breaching trends to light and help contribute to generating solutions against this 
threat. Similarly, the most efficient way of ensuring you retain access to your critical files is to 
take advantage of our business continuity service, which includes a backup and disaster 
recovery solution.  
 
Backing up and retrieving your data is the best way to preserve both your information and your 
peace mind concerning your network security. It is also the best defense against the threat of 
ransomware, as shown in this video where SWK Network Services deployed our BDR 
solution to help Continental Food and Beverage, distributor of Inca Kola, recover completely 
from a breach. 
 
Contact us to learn more about how our BDR solution can help you come back from a 
ransomware infection. 

mailto:jstiles@productivetech.net
https://www.swknetworkservices.com/services/backup-and-continuity/
https://www.swknetworkservices.com/services/backup-and-continuity/
https://www.youtube.com/watch?time_continue=4&v=BKQ-WXSqqPY
https://www.swknetworkservices.com/contact/
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Gift Card Trivia! 
This month’s question is: 

 

From the 2018 Executive Application and Network Security Report what 
percent of those surveyed had experienced a ransomware attack during the 
past year (Hint: The answer is in this newsletter.) 
 

a. 24 
b. 69 
c. 52 
d. 43 

 

Please email Jon Stiles (jonathan.stiles@swktech.com) with your answer by 

August 3rd, in order to be placed in the running for this month's gift card prize!  

Research conducted by antivirus program provider, Kaspersky, indicates that the average cost 
of experiencing a data breach has risen significantly for most businesses worldwide. A survey 
of over 6500 IT decision makers from organizations based in a total of 29 countries revealed 
that the average cost of a breach increased to $1.23 million for enterprises and $120,000 for 
SMBs. These upturns represent a 24 percent upsurge for the former and 36 percent for the 
latter. The numbers are even greater for both segments for North American companies. 
 
Data breaches were found to have cost enterprises in North America on average $1.6 million, 
and for SMBs in both the US and Canada the average was $149,000. However, in both cases 
the 2017 average was already higher than that of the global rates – network breaches were 
found to be generally more expensive for North American companies then in the rest of the 
world, regardless of size.  
 
Several factors have led to these cost increases, but one of the primary reasons is the growing 

complexities in developing and managing IT 
infrastructures. More technologically advanced 
systems provide greater value by delivering 
mobility and scalability that allows businesses to 
meet emerging trends and address modern pain 
points.  
 
However, new technologies also bring their own 
potential vulnerabilities when not managed 
effectively. Cloud-hosted systems in particular 
provide both benefits and potential gaps to address, 
as leveraging cloud computing to transfer and 

manage data offers significantly improved flexibility, but also may create additional entry 
points for determined attackers to exploit. 
 
Cloud software and other emerging trends provide your organization with new opportunities 
to generate value and ensure positive ROI on your technology investments, but security 
concerns must always be taken into account when implementing networked systems. Until 
loopholes and bugs are fully patched, your IT infrastructure will always be at risk of an 
attempted or successful breach, unless you implement the right solution for managing your 
network.  
 
The price of regularly maintaining your infrastructure can be much cheaper than all of the 
costs associated with experiencing a network breach. Multiple factors can significantly affect 
this amount, including legal concerns such as punitive actions from regulatory agencies or 
lawsuits seeking damages for loss of privacy if client data is stolen in the attack. Data privacy 
regulations are progressively becoming stricter in response to the level of network breaches 
that have occurred in recent years and leaving personal client information at risk can bring 
serious financial penalties. 
 
Network breaches can end up costing you much more than managed services, especially 
when it comes to your IT infrastructure. To learn more, check out our white paper, Why Price 
is the Wrong Criteria for Choosing an MSP. 

Average Cost of a Data Breach is Rising 
Shiny gadget of the 

month:  
SOLSOL Solar Hat  

Everyone has gadgets now. It is almost 
impossible to find someone with out a device 
that uses a rechargeable battery. The one 
downside to this is that these devices need to 
be recharged from time to time. Cellphones 
are notorious for running out of battery life 
and so little portable power banks were 
created to charge your device on the go. 
However, these usually need to be charged 
themselves and can be cumbersome as just 
another thing to have to carry around with 
you. What if you didn’t have to carry one at 
all AND it charged itself? 
 
Look no further than the SOLSOL Solar Hat. 
This is a unique gadget that not only is a hat 
but is also a solar charger with a built-in 
power bank. The hat uses the popular 5 panel 
design and is lightweight, comfortable, and 
water resistant. It looks just like any other hat, 
except it has solar panels on the bill. All you 
need to do is wear it around and you can plug 
your USB into a hidden pocket that discretely 
holds the battery.  
 
The SOLSOL company aims to try and make 
a difference with clean, renewable energy. 
They state “SOLSOL is not just a brand 
name, but a statement for everyone who 
believes in clean energy, in healing our world 
(lowering our CO2 emissions) and making a 
difference one SOLSOL at a time. Each 
individual that participates will truly help 
fight the good fight. It's not a huge statement, 
individually, but each small step counts and 
adds up. Use the solar power to charge your 
devices, and make some change.” 
 
You can see more for yourself here on the site 
https://www.touchofmodern.com/sales/solsol. 

mailto:jstiles@productivetech.net
https://www.swknetworkservices.com/businesses-overlook-mobile-data-security/
https://www.swknetworkservices.com/businesses-overlook-mobile-data-security/
https://www.swknetworkservices.com/nj-medical-firm-fined-data-leak/
https://www.swknetworkservices.com/nj-medical-firm-fined-data-leak/
https://www.swknetworkservices.com/why-price-is-the-wrong-criteria-when-choosing-an-msp/
https://www.swknetworkservices.com/why-price-is-the-wrong-criteria-when-choosing-an-msp/
https://www.touchofmodern.com/sales/solsol


Contact us 
Give us a call for more information 

about our services and products.  

 

SWK Technologies, Inc. 

South Jersey 

650 Grove Road, Suite 106 

West Deptford, NJ 08066 

 

North Jersey 

120 Eagle Rock Ave., Suite 330   

East Hanover, NJ 07936 

 

Phone: 856.956.5800 

Fax: 856.845.6466 

 

Visit us on the web at 

www.swknetworkservices.com 

We can help you with: 

• Complete network management and support 

• Troubleshooting and problem solving on all PCs and Macs 

• Cloud services and virtualization 

• Hardware installation and support 

• Virus / spyware removal and  

      protection 

• Security solutions 

• Employee awareness training 

• VPN (Virtual Private Networks) 

• Remote access / Mobile computing 

• Server installations and upgrades 

• Spam filtering  

• Hosted email 

• Web content filtering 

• System backups, on-site and off-site 

• Help desk 
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SWK Network Services recently got the chance to attend the premier annual event 
of our partner Datto, DattoCon 18, at the Fairmount Austin Hotel in Austin, 
Texas. The conference was held from June 18 to June 20 and featured several 
sessions, workshops and trainings, as well as presentations by several illustrious 
speakers, including the founder of Virgin Group, Sir Richard Branson, as well as 
the founder of Hervajec Group, Robert Hervajec. 
 

The conference covered several topics concerning managed service and IT 
solutions across a broad range of subjects, as well as allotted periods for 
networking. The conference ended on the 20th with a final keynote addressed 
delivered by Branson.  
 
NWS was present all for the 
entirety of the event and was 
recognized for being named 

Datto Partner of the Year in 2017 during last year's DattoCon in Denver, 
Colorado.  This award was in recognition of the partnership between Datto and 
SWK in providing business continuity solutions to SMB and mid-market clients. 
 
Thanks to Datto for this honor, and we look forward to seeing you all again next 
year in San Diego for DattoCon 19! 

SWK NWS Attends DattoCon 18 

https://www.swktech.com/swk-named-dattos-u-s-partner-year-2017/
https://www.swktech.com/swk-named-dattos-u-s-partner-year-2017/

