
If you are an Amazon.com customer, and there is a good chance you are, there is a new 

phishing scam going around that is targeting you. This past July a record number of 

customers made purchased on Amazon’s “Prime Day”. The phishing scam is targeting 

those customers offering a $50 Amazon credit in exchange for submitting a review. 

 

The phishing email contains a link to a fake 

Amazon.com site that looks just like the real 

thing. On the fake site users are prompted to 

enter their email and passwords. That 

information goes directly to the criminals who 

then gain access to the Amazon account. The site 

could also potentially install malicious software 

on the computer or mobile device too.  

 

To be safe you should always check the URL of a link, it would likely be some slight 

variation of www.amazon.com so be vigilant. If you do get an email from Amazon for 

this it is better to just go directly to Amazon.com on your own to check your orders/

reviews instead of following a link in the email. There are around 80 million Amazon 

Prime members, so if you or someone you know is one pass this along. 

 

Remember, education is best defense against phishing scams, if you would like to find 

out more SWK Network Services can help train you and your employees for what to 

look for. Contact us at nwsinfo@swktech.com to learn more. 

There is a new phishing scam going around and it 
targets Amazon Prime Customers 

“It was a serious issue in that it held hostage very important financial files for 

our business. One phone call to SWK, and they were able to come in and 

identify the exact time and place that the virus came in and the files it was 

attached to. If we weren’t able to utilize the Datto solution and SWK’s 

expertise to identify when and where that ransomware came in, we would 

have been lost. We would have lost a lot of 

business.” 

 

Randall Berman, Chief Operating Officer  

Continental Food and Beverage, Inca Kola. 
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Are You STILL Using Outdated 

Tape Backups? 
   If your computer network and the data it 
holds got erased or corrupted because of a 
virus, hard drive crash, fire, flood or some 
other random, unforeseen disaster, how 
confident are you RIGHT NOW that 
your business could be back up and 
running again FAST? 

 
   If your answer to that is, “I don’t know,” 
or “I’m not sure,” you are taking a HUGE 
risk with your company’s most important 
asset—the data on your network. Just 
imagine what would happen to your 
business if you lost your entire client 
database… 

 
…Lost all accounting documentation and 
history…Lost all the work files you’ve 
spent YEARS developing…Lost the work 
files and documentation you so desperately 
need to service your customers… 

 
   Can you even put a price tag on it? 
Probably not –yet so many business 
owners aren’t 100% certain that they could 
be back up and running after a disaster and 
are purely hoping that their current tape 
drive or backup is working and storing a 
usable copy of their data. 

 

Tape Drives Are The MOST 
Unreliable, Unsecured Way To 

Back Up Your Data 
 
   All tape drives fail; it’s only a matter of 
“when,” not “if.” So if being able to get 
back up and running again in the event of 
a data-erasing disaster is important, then 
you need to know about our <<Name Of 
Backup>>.  
 
   <<Outline the benefits here: This fool-
proof backup service does more than just 
keep a copy of your files—it provides 
“continuous data protection” and enables 
near-instant disaster recovery because it 
takes a snapshot of your entire network 
throughout the day, giving you the 
confidence we could have you back up and 
running again within HOURS, not days or 
weeks.>>  
 
   Want to know if your data is 
REALLY secure and being backed up 
properly? Call us for a FREE Data 
Backup and Disaster Recovery Audit Call 
us at xxx-xxx-xxxx or go online to 
www.insertyoururl.com/backup 

Two ways to 
WIN a gift 

card! 
It only takes a minute and YOU 

could be our next winner! 

Last Month’s  
Contest Winner: 

Peggy Harrington 
LM Service Co. 

 
Please complete our brief survey in 
order to be placed in the running to 
win this month's gift card prize!  
 
1. What do you like most about 
our services? 

2. Tell us about a specific 
experience with us that you were 
happy with. 

3. What are the biggest benefits 
you’ve received or experienced 
since hiring us? 
 

4. What can we improve? 
 
Email Jon Stiles 
(jonathan.stiles@swktech.com) with 
your responses  
OR  
Fill out our online form: 
http://bit.ly/nwsnews-survey 
before October 6th to get your name 
in the hat.  
 

You could win a 
$25 Gift Card! 

Get More Free Tips, Tools, and Services on Our Website: www.swktech.com 

Ways to protect your company mobile 
devices 

Mobile devices can’t accomplish everything that desktops and 

laptops can, but that doesn’t mean they’re not important to 

businesses. More and more employees are using smartphones 

and tablets to increase productivity and enhance collaboration. 

But before you adopt a mobile device policy, you must keep 

them safe from cyber criminals. Cyber criminals now have 

more entry points to steal your data, but there are simple ways 

to keep your company’s mobile devices safe. 

Ensure mobile OS is up-to-date 
Apple and Android’s operating system updates improve 

overall user experience, but their most important function is to fix security vulnerabilities. You 

can reduce your business’s exposure to threats by installing updates for ALL devices as soon 

as they become available. Some people wait for a few weeks or months to update their device’s 

OS. This gives hackers ample time to exploit vulnerabilities on devices that run on outdated 

operating systems. 

Install business applications only 
Downloading apps seems harmless, but lenient mobile devices policies on what should and 

shouldn’t be downloaded on company devices could lead to staff downloading and installing 

non-business-related apps from third-party stores, most of which are notorious for malicious 

advertising codes and other threats. 

Be careful with public Wi-Fi networks 
Emergency situations might compel you to use password-free Wi-Fi networks in hotels, 

airport, cafes, or any public place. Connecting to an open network could expose your 

confidential information and sensitive company data to hackers connected to the same 

network. 

You can avoid this by providing a practical internet data plan, preferably one that includes 

roaming services, for remote workers. And if you really have to connect to an open Wi-Fi, 

don’t use the connection for transferring sensitive data. 

Enable phone tracking tools 
Losing a company-issued mobile device is a scenario many would rather not contemplate, but 

it happens. Devices can be misplaced or stolen, and enabling a useful app such as ‘Find my 

iPhone’ for iOS devices, ‘GPS Phone Tracker’ for Android, or any other device-tracking app 

in Apple’s App or Android’s Google Play stores helps users locate lost phones, or otherwise 

delete data in stolen devices. Downloading and setting up the app takes just a few minutes, and 

it will give you peace of mind knowing that even if your phone is lost or stolen, its contents 

will not be compromised. 

Screen SMS carefully 
SMS messaging may not be as effective as email phishing, but SMS phishing can also be used 

to trick users into clicking malicious links. Hackers send messages purporting to be from 

someone you know or a legitimate source that asks you to urgently send confidential data. You 

can either delete these messages, block unknown senders, or alert your IT department in case 

you encounter a possible scammer. 

Mobile devices are becoming more critical to operations. And with more devices open to 

attack, businesses must bolster their cybersecurity efforts. Hackers will exploit every possible 

vulnerability, and that includes those in unsecured smartphones and tablets. Get in touch with 

us if you need comprehensive security solutions for your business. 

mailto:jstiles@productivetech.net
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Gift Card Trivia! 
This month’s question is: 

 

What is the Amazon phishing scam offering a $50 credit for?  (Hint: The answer 
is in this newsletter.) 
 

a. Your password 
b. Returning an item 
c. A review 
d. Purchasing an item 

 

Please email Jon Stiles (jonathan.stiles@swktech.com) with your answer by 

October 6th, in order to be placed in the running for this month's gift card 

prize!  

What does HBO and other 

production companies have in 

common with Cyber Security? 

They have all been targets of 

cyber attacks. You may have 

heard that recently HBO had 

hackers break into their 

computer system. They stole 

episodes of Curb Your 

Enthusiasm and Ballers, as well as e-mail messages and a summary of an 

unaired episode of Game Of Thrones. The ransom for the attack was 

$250,000.  

 

In April Netflix was hacked and had 10 episodes of Orange Is The New Black 

leaked online. That instance was linked back to a contractor. This is a growing 

concern for the entertainment industry, or any industry that has many moving 

parts to an operation. You have a number of people involved in the overall 

operation from start to finish, many of which are contracted out. According to 

a former employee HBO does take some measures to protect itself by using 

two-factor authentication and security awareness training, but that does not 

handle the freelancers working on the projects.  

 

For movies, according to a study by the University of Maryland and Carnegie 

Mellon University, stolen movies that appear before going into theaters lose 

up to 19% of their box office revenue. However, Hollywood is not the only 

industry with multiple people working on projects, there are many other 

companies with similar situations that need to be aware of how to better 

protect themselves.  

 

You should always be aware of anyone who has access to sensitive 

information or your network. While it may be difficult to completely shield 

your network from the outside you can take measures to preserve it. A good 

backup solution can stop Ransomware in its tracks. If you want to know more 

about how a backup solution can prevent this we can help. 

Cyber Security and Game Of Thrones, what do 
they have in common? 

Shiny gadget of the 

month:  
Lyric water detector and 

PumpSpy 

Hurricanes and floods have been making headlines 

all over the news lately. There is talk that we could 

have some of the effects from the storms reach us 

in the North East too. In order to help defend 

against storms and 

the damage they can 

bring there are some 

handy gadgets that 

could help you 

protect your home, or 

maybe even business.  

 

One of these devices 

is the Lyric Wi-Fi 

water leak and freeze 

detector. Just like the name states it is a device that 

was created to warn you of leaks or freezing 

temperatures to protect your pipes. By having a 

gadget to detect leaks you could potentially avoid 

major damage and costly repairs to your home or 

business.  

 

This doesn’t have to be just for storms, maybe you 

have a washing machine that has caused some 

flooding in the past from a clogged drain. I can say 

first hand if I had a notification about something 

like that it would have saved some major 

headaches and cleaning. This way no matter where 

you are you can get a notification if any water is 

detected, whether it is a storm having water seep 

into your home, or a leak from an appliance, you 

will be able to react to it better than if you walk 

into a surprise. It even gives the option to notify a 

trusted contractor, family member, or neighbor 

too. 

 

Another similar gadget is the PumpSpy Wi-Fi 

Sump Pump Smart Outlet. This connects your 

sump pump to your Wi-Fi to notify you if your 

pump is working properly or 

if the water gets too high. 

This way you can get 

notifications if you are away 

or maybe even just unaware 

that there is an issue, so that 

you do not walk into a 

serious problem and can take 

action. 

 

Both of these items could save you tons of money 

and time this storm season by helping protect your 

home and valuables. No one ever wants to have to 

deal with a flooded home or business and these 

alert systems could help significantly reduce the 

damage that is done.  

mailto:jstiles@productivetech.net


Contact us 
Give us a call for more information 

about our services and products.  

 

SWK Technologies, Inc. 

South Jersey 

650 Grove Road, Suite 106 

West Deptford, NJ 08066 

 

North Jersey 

120 Eagle Rock Ave., Suite 330   

East Hanover, NJ 07936 

 

Phone: 856.956.5800 

Fax: 856.845.6466 

 

Visit us on the web at 

www.swknetworkservices.com 

We can help you with: 

• Complete network management and support 

• Troubleshooting and problem solving on all PCs and Macs 

• Cloud services and virtualization 

• Hardware installation and support 

• Virus / spyware removal and  

      protection 

• Security solutions 

• VPN (Virtual Private Networks) 

• Remote access / Mobile computing 

• Server installations and upgrades 

• Spam filtering  

• Hosted email 

• Web content filtering 

• System backups, on-site and off-site 

• Help desk 
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SWK Technologies, Inc., announced that CRN®, a brand of The Channel Company, has 
named SWK Technologies, Inc. to its 2017 Fast Growth 150 list. The list is CRN’s annual 
ranking of North America-based technology integrators, solution providers and IT 
consultants with gross sales of at least $1 million that have experienced significant 
economic growth over the past two years. The 2017 list is based on gains in gross 
revenue between 2014 and 2016, and the companies recognized represent a total, 
combined revenue of more than $16,717,688,643. 

“The companies on CRN’s 2017 Fast Growth 150 list are thriving in what is now a very 
tumultuous, demanding IT channel climate,” said Robert Faletra, CEO of The Channel 
Company. “This remarkable group of solution providers has successfully adapted to a 
landmark industry shift away from the traditional VAR business model to a more 
services-driven approach, outpacing competitors and emerging as true channel 
leaders. We congratulate each of the Fast Growth 150 honorees and look forward to 
their continued success.” 
 
The Fast Growth 150 list is highlighted in the August issue of CRN and can be viewed 
online at www.crn.com/fastgrowth150. 

SWK Network Services makes the CRN Fast Growth 150 list 

http://www.crn.com/
http://www.thechannelco.com/
http://www.crn.com/fastgrowth150

