
They’re at it again! Phishing emails have been spotted recently that appear to come 

from Netflix and tell customers that there has been a billing error and their payment 

details need to be updated. The email reportedly has come asking for information to be 

sent in email, or containing a link to a fake phishing site that asks users to input their 

banking details there. 

If you get an email from Netflix that sounds like this or asks for any kind of payment 

information DO NOT CLICK IT. If you are concerned that it could be a legitimate 

email from Netflix it is best to just log into your account manually to see if there really 

are any alerts for your account. Netflix has stated that they will never ask for any 

personal or payment information over email. 

Beware of Netflix Phishing Scam 

“SWK did an amazing job during our office move! They were 

there for anything we needed.” 

 

Pamela Fisher 

Pee Jay's Fresh Fruit 
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What our clients are saying:  
Pee Jay's Fresh Fruit 
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Are You STILL Using Outdated 

Tape Backups? 
   If your computer network and the data it 
holds got erased or corrupted because of a 
virus, hard drive crash, fire, flood or some 
other random, unforeseen disaster, how 
confident are you RIGHT NOW that 
your business could be back up and 
running again FAST? 

 
   If your answer to that is, “I don’t know,” 
or “I’m not sure,” you are taking a HUGE 
risk with your company’s most important 
asset—the data on your network. Just 
imagine what would happen to your 
business if you lost your entire client 
database… 

 
…Lost all accounting documentation and 
history…Lost all the work files you’ve 
spent YEARS developing…Lost the work 
files and documentation you so desperately 
need to service your customers… 

 
   Can you even put a price tag on it? 
Probably not –yet so many business 
owners aren’t 100% certain that they could 
be back up and running after a disaster and 
are purely hoping that their current tape 
drive or backup is working and storing a 
usable copy of their data. 

 

Tape Drives Are The MOST 
Unreliable, Unsecured Way To 

Back Up Your Data 
 
   All tape drives fail; it’s only a matter of 
“when,” not “if.” So if being able to get 
back up and running again in the event of 
a data-erasing disaster is important, then 
you need to know about our <<Name Of 
Backup>>.  
 
   <<Outline the benefits here: This fool-
proof backup service does more than just 
keep a copy of your files—it provides 
“continuous data protection” and enables 
near-instant disaster recovery because it 
takes a snapshot of your entire network 
throughout the day, giving you the 
confidence we could have you back up and 
running again within HOURS, not days or 
weeks.>>  
 
   Want to know if your data is 
REALLY secure and being backed up 
properly? Call us for a FREE Data 
Backup and Disaster Recovery Audit Call 
us at xxx-xxx-xxxx or go online to 
www.insertyoururl.com/backup 

Two ways to 
WIN a gift 

card! 
It only takes a minute and YOU 

could be our next winner! 

Last Month’s  
Contest Winner: 

Linda Coyle 
American Asphalt 

 
Please complete our brief survey in 
order to be placed in the running to 
win this month's gift card prize!  
 
1. What do you like most about 
our services? 

2. Tell us about a specific 
experience with us that you were 
happy with. 

3. What are the biggest benefits 
you’ve received or experienced 
since hiring us? 
 

4. What can we improve? 
 
Email Jon Stiles 
(jonathan.stiles@swktech.com) with 
your responses  
OR  
Fill out our online form: 
http://bit.ly/nwsnews-survey 
before November 3rd to get your 
name in the hat.  
 

You could win a 
$25 Gift Card! 

Get More Free Tips, Tools, and Services on Our Website: www.swktech.com 

You’re Mac isn’t as safe as you 
thought 

A new study determined that there are critical elements of 

millions of Macs’ firmware that are not getting the updates along 

with the software updates. Unlike many other exploits that have 

been uncovered from people simply not updating their system, 

these updates to the firmware fail without notice, or Apple 

stopped offering firmware updates without people knowing. 

 

A security firm, Duo, did the research that uncovered these 

vulnerabilities. They found that often Macs that had updated 

operating systems often had older EFI code. The EFI code is the 

firmware that runs before your operating system kicks in and has 

the potential to effect just about everything on your machine. If someone were to be able to 

plant the malicious code on your machine it may never be detected. Since the firmware 

operates outside the main operating system an antivirus scan wouldn’t detect it and wiping the 

computer’s hard drive wouldn’t remove it either. 
 

Their study of around 73,000 machines found that around 4.2% of those tested had the wrong 

EFI version for their operating system, which suggests that there was a failed update 

somewhere along the line. In some cases specific models had higher instances. For the desktop 

iMac, the 2015 model showed 43% had failed EFI updates and some versions of the 2016 

MacBook Pro had the wrong EFI version in about 25% of them. 
 

Apple did comment on this stating that there is a feature in their new version of the MacOS, 

High Sierra, checks the computer’s EFI weekly to make sure there are not issues with the 

firmware. 

 

While Apple was the focus of this study it does not mean that Windows users are safe. In fact, 

it may be worse for Windows and Linux users because PC users have to update their operating 

system and firmware separately. 

 

However scary this may be there is some good news to all of it. In order for a hacker to take 

advantage of these vulnerabilities it would require a pretty complex hack to pull it off and 

likely isn’t worth their trouble unless they were highly motivated. Duo Labs also noted that 

they have not spotted anyone trying to make use of this loophole yet. If you are able to update 

to the latest version of MacOS High Sierra as previously mentioned, it will let you scan weekly 

for your firmware updates. Duo also has more details on their blog. 

News just came out that provided an update from the Yahoo data breach that was disclosed 

last year. The number is no longer 1 billion accounts compromised, it is now reported being 

all 3 billion accounts. 

 

With the assistance of outside forensic experts it was determined that ALL of Yahoo’s user 

accounts were affected by the hack. Names, birth dates, phone numbers, and passwords were 

all potentially exposed. Even security questions and backup email addresses were 

compromised, so hackers could reset passwords. 

 

It is likely that many people use the same passwords on different accounts, and therefore run 

the risk of having other accounts compromised. If you didn't change your Yahoo password 

back in 2016 you should absolutely do it now. It is also recommended that you change it 

anywhere else you may have used that same password. You may want to even unlink your 

mobile device from your Yahoo account and relink it using a new password and/or turn on 

two-factor authentication. 

Yahoo data breach - if you had an account in 

2013 you were hacked 

mailto:jstiles@productivetech.net
https://duo.com/blog/the-apple-of-your-efi-mac-firmware-security-research
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Gift Card Trivia! 
This month’s question is: 

 

How are Macs and potentially other computers left vulnerable according to the 
article? (Hint: The answer is in this newsletter.) 
 

a. Wi-Fi 
b. Outdated EFI/Firmware 
c. Trick question Macs can’t be hacked 
d. Physical tampering 

 

Please email Jon Stiles (jonathan.stiles@swktech.com) with your answer by 

November 3rd, in order to be placed in the running for this month's gift card 

prize!  

Deloitte, one of the largest 

accountancy firms in the world 

with their global headquarters in 

New York recently announced 

that they had been hacked. 

According to the Guardian, the 

hackers gained access to 

confidential emails and plans of 

some of its blue-chip clients. 

While specific company names 

have not been revealed they apparently included household names as 

well as the US government. 

 

The hacker gained entry through the firm’s email server with an 

administrator’s account that gave them full access. Unfortunately, there 

had not been two-factor authentication used to secure this major 

account, something that could have potentially thwarted this attempt. 

 

At this time it is still a little unclear what exactly has been 

compromised. If hackers did in fact get access to all of Deloitte’s 

emails their clients could have a range of potential problems. Corporate 

strategies, sensitive information and credentials, even emails of top 

executives would be exposed for additional phishing scams to be 

directed at them. 

 

This attack is yet another reminder that these attacks hit close to home 

too. Cyber-attacks occur more and more frequently and you should take 

your security seriously. SWK has a number of solutions available to 

help better protect you. If you have questions about how you can stay 

more secure and for security tips let us know, we are here to help. 

One of top accountancy firms in the world 
hacked in NY 

Shiny gadget of the 

month:  
Aire – home surveillance 

drone 

Have you been waiting for sci-fi to start becoming 

reality? You know, those little robots that hover around 

people’s houses to help with things. Well Aire aims to 

bring that sort of concept to life. Aire is the world’s 

first indoor drone for your home that acts as a security 

device, but also has plenty of other features. 
 

The drone can launch itself when it detects or hears 

anything out of the ordinary and send an alert to your 

phone to determine if it is a false alarm or if you need 

to call the authorities. Aire wants to help you protect 

your entire home, without the limitations of mounted 

cameras that you have limited vision with. It also 

wants to extend your smart home so you can visit 

family members virtually, help home owners to 

monitor multiple properties or travel frequently, small 

business security, give virtual tours of homes for real 

estate agents, and really anyone that can come up with 

a use for it.  
 

Some objections that you might have would be the 

safety of using it.  Aire has all of the blades and 

moving parts enclosed so it won’t hurt anyone or 

damage furniture. They have encrypted its 

communications and storage so it is safe from hackers, 

and it is quiet enough so that it won’t bother you. It 

also has features for obstacle avoidance and auto-

docking and charging so that it is as worry free as 

possible. 
 

When Aire is docked it will go into watchdog mode, 

which uses it sensors to detect motion and sound in all 

directions. If something out of ordinary is detected you 

will get a notification. Since it is a drone they are 

boasting about its ability to check things out, like if 

you left a stove on or if a storm rolled through, you can 

check for damage even if you are not there. 
 

As for its more fun features, Aire can help provide 

photography if you are trying to get a group shot and 

actually want to be in it this time. Since Aire is 

integrated with Alexa you can ask it to go into camera 

mode and take commands, or even tell it to come here 

and take a picture, where it will scan the room for a 

face and then approach it to take a picture.  
 

Since Aire is still in development it will be cool to see 

what new tricks it can learn as things progress, but it 

seems like a pretty cool and maybe a little bit freaky 

gadget. See more for yourself on its kickstarter page 

http://bit.ly/airedrone. 

mailto:jstiles@productivetech.net
http://bit.ly/airedrone


Contact us 
Give us a call for more information 

about our services and products.  

 

SWK Technologies, Inc. 

South Jersey 

650 Grove Road, Suite 106 

West Deptford, NJ 08066 

 

North Jersey 

120 Eagle Rock Ave., Suite 330   

East Hanover, NJ 07936 

 

Phone: 856.956.5800 

Fax: 856.845.6466 

 

Visit us on the web at 

www.swknetworkservices.com 

We can help you with: 

• Complete network management and support 

• Troubleshooting and problem solving on all PCs and Macs 

• Cloud services and virtualization 

• Hardware installation and support 

• Virus / spyware removal and  

      protection 

• Security solutions 

• VPN (Virtual Private Networks) 

• Remote access / Mobile computing 

• Server installations and upgrades 

• Spam filtering  

• Hosted email 

• Web content filtering 

• System backups, on-site and off-site 

• Help desk 
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This is SWK’s 7th year participating in Making Strides Against Breast Cancer event 

and we couldn’t be more excited. The event takes place at Cooper River Park 5300 

N Park Dr Pennsauken, NJ on October 22. We’ve always been a company that 

wanted to give back. We wanted to get involved in the community so that’s when 

we found the American Cancer Society’s MSABC. We knew this was the perfect 

event for us. Best friend, Mother, co-worker…breast cancer has touched several of 

us personally. We look forward to getting together outside of work to walk with our 

families and friends and always stride to become one of the Top Companies to raise 

money for this event. 

We reach out for donations this time every year but what you may not know is that 

we do little things throughout the year to raise money and every little bit adds up. 

We have Taco Tuesday lunches, bake sales and sell candy and ice cream throughout 

the year and all proceeds go to the breast cancer walk. To date, we’ve been able to donate over $2,100 just from doing fun stuff like this. 

We are delighted to say that our Team has raised $30,250 for Making Strides Against Breast Cancer. We were proudly named one of the 

Top Teams in 2014, 2015 and 2016! We couldn’t do this without the generous donations we receive year after year from our friends, 

family, clients and colleagues. We are looking forward to our seventh year participating in this great event. 

If you are just as passionate as we are about helping people with breast cancer and finding a cure and would like to help us raise money, 

please join our team. If you are unable to join us and would like to support our team with a donation go to our team page and click Join 

Our Team: http://main.acsevents.org/goto/SWKTechnologies. 

Thank you for your devoted support! We truly appreciate it! 

Best Regards, 

LJ, SWK Team Leader 

SWK making strides for the American Cancer Society 

http://main.acsevents.org/goto/SWKTechnologies

